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ASEAN Position and Commitment In
Cybersecurity

Position Commitment

* Transnational Issue, « ASEAN is supportive of Inclusive
. solid alliances to creatinga  and multistakeholder;
safe and resilient cyberspace; ¢ Confidence Building Measures

- cyberspace system based on  (CBM) and Cyber Capacity
norms: Building

- a rules-based system * AMS play an active role in OEWG
and UNGGE



ASEAN Efforts on Cyber Diplomacy

* consultation and consensus in decision making; respect for
sovereignty and non-interference in internal affairs;

» discussed in several sectoral ministerial bodies: foreign affairs,
defense, telecoms and ICT;

* renaming TELMIN to ADGMIN; TELSOM to ADGSOM

e establishments of ASEAN Ministerial Conference on
Cybersecurity (AMCC) in 2016; and

« ASEAN-Cybersecurity Coordinating Committee (ASEAN Cyber-
CC) in 2020



ASEAN- Cybersecurity Coordinating
Committee (ASEAN-CYBER CC)

* Established late 2020.

« Cooperation on Cybersecurity, guided by the ASEAN Digital
Master plan 2025 (ADM 2025);

* Representatives from relevant sectoral bodies to strengthen
cross sectoral coordination on cybersecurity in ASEAN,;

« Exchange status updates on the national cybersecurity
development in ASEAN Member States.

* Developing a Regional Action Plan on the Implementation of the
Norms of Responsible State Behavior in Cyberspace.



The First ASEAN Cybersecurity
Cooperation Strategy (2017-2020)

1.Better policy coordination across
ASEAN sectoral bodies overseeing
cybersecurity

» 2018 ASEAN Leader’s Statement on
Cybersecurity Cooperation

» ASEAN Digital Masterplan 2025 developed in
2021

» renaming TELSOM/TELMIN to
ADGSOM/ADGMIN(2019)

» ASEAN Cybersecurity Coordinating Committee
(2020)

» ASEAN Ministerial Conference on Cybersecurity
(AMCC) subscribed to the 11 voluntary, non-
binding norms in 2018 making ASEAN the first
region to do so.

2. Strengthen ASEAN'’s
Cybersecurity Incident Response

» Creating a Future ASEAN Regional CERT

» ASEAN CERT Information Exchange
Mechanism — combine NCERT expertise

3. Capacity Building
» ASEAN CERT Maturity Framework

» ASEAN-Japan Cybersecurity Capacity Building
Center(AJCCBC)

» ASEAN-Singapore Cybersecurity Centre of
Excellence (ASCCE)



ASEAN Ministers for Cybersecurity

A

Met ASEAN Ministers for Cybersecurity and
ICT yesterday. They were h... See more




Cybersecurity in Support of ASEAN’s Digital Ambitions

ASEAN Smart Cities Network
L Improve the lives of ASEAN citizens using technology as an enabler )
(o )
ASEAN Declaration on Industrial Transformation to Industry 4.0
A well-prepared ASEAN able to maximise the opportunities of Industry 4.0 to foster regional economic growth and maintain ASEAN centrality as a key player
in global production networks

(U

J
\
ASEAN Digital Masterplan (ADM) 2025
ASEAN as a leading digital community and economic bloc, powered by secure and transformative digital services, technologies and ecosystem

All digital activities undergirded by building secure and resilient cyberspace

Dimension 4: Regional Dimension 5:
Capacity Building International
* Multi-disciplinary, Cooperation
modular, measurable * Multilateral
multi-stakeholder Engagement with

Dimension 1: Advancing Dimension 2: Dimension 3: Enhancing
Cyber Readiness Strengthening Regional Trust in Cyberspace
Cooperation Cyber Policy * Promoting
* CERT Coordination — Coordination International
incidence response * Norms Cybersecurity

and threat implementation Standards
information sharing e Coordination on * Cyber hygiene and
Coordination on cybersecurity and digital inclusion
regional ClI related digital

protection security issues

capacity building Dialogue Partners
programmes

Source: ASEAN Cooperation Strategy 2021-2025
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